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Abstract—The Internet of Things (IoTs) contain many lowpowered devices that require secure communication. Postquantum cryptography (PQC) is needed to address quantum
computers that eventually will be able to break current encryption schemes. However, IoT devices are low-powered and often do
not have the computational power to carry out computationally
expensive error correction schemes. To address this limitation,
we propose leveraging response-based cryptography (RBC) to
secure IoT devices. Physical unclonable functions (PUFs) can
replace random number generators that are used in the public
key creation procedures. In this scheme, a server authenticates a
client by generating the same seed from the image of the client’s
PUF stored in the server in a secure environment, thus replacing
static public keys with dynamically generated key pairs. In this
paper, we focus on generating the public key from the SABER
PQC algorithm.
Due to the inherent bit error rates existing in PUF technology,
the protocol requires that the server recognizes the erratic
keys. This error correction requires a massive parallel search
over a key space bounded by the expected PUF error rate.
This paper examines the use of parallel computing technologies
to rapidly find a client’s public key within reasonable time
constraints. In particular, we examine using multi-core CPUs and
many-core Graphics Processing Units (GPUs) in shared-memory
environments. The design space for the SABER PQC algorithm
is large. Therefore, we focus on performance engineering several
CUDA kernels used in the RBC search that systematically explore
this space. Our RBC search algorithms are highly scalable: the
multi-core CPU algorithm achieves a speedup of 61.82× on 64
CPU cores, and our multi-GPU algorithm achieves a near-perfect
speedup of 2.93× on 3 GPUs. Using a typical PUF error rate
that requires searching 1.75×108 keys, we find that our GPU
algorithm can authenticate a user within 6 seconds, which is
well below our authentication time threshold.
Index Terms—General Purpose Computing on Graphics Processing Units, Parallel Computing, Physical Unclonable Functions, Post-Quantum Cryptography, Response-based Cryptography, SABER

I. I NTRODUCTION
With the rise of quantum computers, the use of canonical, cryptographic algorithms such as Rivest–Shamir–Adleman
(RSA) [1] and Elliptic Curve Cryptography (ECC) [2] will no
longer be secure [3]. Consequently, post-quantum cryptoraphic
(PQC) algorithms have been proposed that are quantumresistant. Currently, the United States’ National Institute of
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Standards and Technology (NIST) is leading the effort to
standardize the next-generation of cryptographic systems that
are quantum-resistant. NIST is currently on its third round
with 7 contenders in two categories: key encapsulation mechanisms (KEMs) and digital signature algorithms (DSAs).
The four KEMs are Classic McEliece [4], CRYSTALSKyber [5], NTRU [6], and SABER [7], and the three DSAs are
CRYSTALS-Dilithium [8], FALCON [9], and Rainbow [10].
Despite new quantum-resistant algorithms, mainstream public key infrastructure (PKI) requires that clients store private
keys in memory (e.g., RAM, disk, etc.) on their devices, which
can be recovered by an attacker. For low-powered IoT devices
(e.g., sensor networks), storing private keys in this manner
implies that an attacker may be able to physically access the
device and read the private keys. To mitigate this concern, the
use of physical unclonable functions (PUFs) can be used to
generate keys on-demand without storing the keys in memory.
This hardware acts as a digital “fingerprint” and is unique
due to variations in production [11]–[13]. Additionally, the
output of a PUF may change over time due to aging and
environmental factors, causing the PUF to produce keys with
large bit error rates. This means that a party’s public/private
key pair generation will be subjected to uncertainties.
To enable one-time keys and other cryptographic schemes
that allow clients to change their public/private keys over
time, certificate authorities (CA) will need to validate these
client public keys. Response-based cryptography (RBC) can
be employed in the CA scheme to authenticate client public
keys. This protocol authenticates clients equipped with PUFs
that generate a public/private key pair [14]. Since low-powered
IoT devices may be unable to perform error correction and
helper functions [14] due to the large computational and power
costs, RBC requires that a high-powered server performs the
correction to the output stream of the PUF. This assumes an
asymmetric relationship between the computational capabilities between the client and server, where the latter is located
in a secure environment. To determine whether a public key
is valid, the server will conduct a search process, using PUF
enrollment information stored on the server. This will benefit
from a parallel search over a large key space.
This paper examines the use of new parallel architectures to
carry out the search for a client’s public key using the SABER
post-quantum algorithm. In particular, we optimize the RBC

search process on Graphics Processing Unit (GPU) hardware.
In addition, we compare our optimized GPU algorithm to a
multi-core CPU algorithm. We show that superior performance
and scalability can be obtained through our GPU algorithm
over the CPU algorithm. In summary, this paper makes the
following major contributions:
• We identify the key components of SABER that are needed
in the RBC protocol and are major targets for optimization.
To this end, we propose several optimizations to the SABER
key generation methods and to the RBC scheme for GPU
architectures. To our knowledge, ours is the first SABER
algorithm to be developed for the GPU.
• We compare the GPU algorithm to a shared-memory, multicore CPU algorithm parallelized using OpenMP on up to
64 cores. We find that our multi-core algorithm is highly
scalable in this environment.
• We also examine early-exit strategies for each algorithm to
efficiently terminate the search when the key is found. We
find that the early-exit procedure leads to minor performance
degradation relative to the exhaustive search method.
The paper is organized as follows: Section II reviews some
key information and presents related work, Section III presents
our two algorithms, Section IV describes our two modes
of execution, Section V introduces our optimizations made
to SABER and RBC, Section VI presents our experimental
evaluation, and Section VII summarizes our work.
II. BACKGROUND
In this section, we describe SABER, the RBC protocol, high
performance computing, and related works of literature.
A. SABER
The SABER KEM can be used to securely share symmetric
keys between two parties. For completeness, we describe the
steps for a KEM below:
1) Party 1 sends their public key, P1 , to party 2.
2) Party 2 randomly generates a symmetric key S (also called
a session key), and encapsulates it in a ciphertext, C, using
P1 .
3) Party 2 sends C to party 1.
4) Party 1 uses its secret key to decapsulate C to obtain S.
Once S is in the possession of both parties, party 1 and 2
may communicate securely using a symmetric-key encryption
algorithm. In the RBC search, SABER is used for authentication and not for key exchange. For this reason, we focus on
the SABER key generation functions.
The three main components of SABER are as follows:
learning with rounding (LWR), polynomial multiplication, and
hashing. For clarity we use the notation used in the SABER
specification in our descriptions below [15].
1) Learning with Rounding: SABER is a set of latticebased algorithms using the LWR problem. LWR, first introduced by Banerjee [16], is a variant of the learning with
errors (LWE) problem, first introduced by Regev [17]. The
LWE problem states that given a known matrix A, a random

secret vector y, a small, error vector e, and a public vector
z = A · y + e, it is nearly impossible to distinguish y and
e given A and z. Instead of adding a small, error vector
e, LWR deterministically solves for z = round(A · y) by
using a rounding function. Because we do not need e, this
eliminates noise sampling and decreases the bandwidth of the
problem [15], [18]. SABER uses two power-of-2 moduli p
and q in its computation, where q = 213 and p = 210 . During
the rounding step, SABER rounds elements in a mod q space
to a mod p space [7]. Because p and q are powers-of-2,
modular reduction can be replaced by bit shift operations [15].
SABER then builds upon the LWR problem with Mod-LWR
by defining y and z as matrices instead of vectors.
2) Polynomial Multiplication: One downfall of using
power-of-2 moduli is the incompatibility with number theoretic transforms (NTT) [19]. Instead, SABER uses divideand-conquer 4-way Toom-Cook [20], [21], Karatsuba [22],
and schoolbook multiplication. Toom-Cook and Karatsuba use
a top-down recursive approach by breaking the polynomials into smaller pieces. Then, schoolbook multiplication is
used for coefficient multiplication. The authors of SABER
use this approach because it decreases the total number of
multiplication operations compared to using only schoolbook
multiplication. [7].
3) Extendable Output Function and Hashing: SABER uses
extendable output functions (XOF) to expand seeds to matrices. The XOF that SABER uses is SHAKE128. Additionally,
SABER uses SHA3_256 and SHA3_512 for hashing. All
three functions were introduced by Dworkin [23].
4) SABER Key Generation: In this paper, we focus on the
key generation functions and do not discuss the encryption,
decryption, encapsulate, and decapsulate functions of SABER
because we do not use these functions for RBC. The SABER
key generation function is described below:
1) Randomly generate the 256-bit seeds a and y using a
random number generator (RNG),
2) create matrix A from seed a and matrix Y from seed y
using SHAKE128,
3) calculate z = round(A · Y ),
4) define the public key as (z, A),
5) hash the public key using: pkh = SHA3_256(pk),
6) randomly generate the 256-bit seed c,
7) and define the private key as (Y , pk, pkh, c).
We now describe how SABER is incorporated into the RBC
protocol.
B. Response-Based Cryptography (RBC)
In this section, we describe the process of RBC. Before
authentication can take place, the server, located in a secure
environment, needs to gather information about the client’s
PUF in an enrollment phase. During enrollment, the client will
generate initial responses from its PUF, responding to challenges sent by the server. The server stores these challengeresponse pairs in a lookup table with the index of the entry
being computed with the user’s ID uid. The steps for authentication, outlined in Figure 1, are as follows:

Client (Insecure)
PUF

Server (Secure)
Handshake

Lookup
Table f (uid)

SC
SS
Generate
P KC
and SKC
from SC

Generate
P KS
and SKS
from SS

P KC
Compare
(P KC =
P KS )

Yes
Authenticate

No
RBC Search
f (SS )

Fig. 1. Illustration of response-based cryptography with SABER. SC - client’s
PUF seed, P KC - client’s public key, SKC - client’s private key, uid client’s user ID, SS - server’s PUF seed, P KS - server’s public key, and
SKS - server’s private key.

1) The server will send instructions to the client via a handshake.
2) The client will use the instructions to generate responses
from its PUF.
3) The seed SC generated from the client’s PUF is used to
generate a public and secret key for the client, P KC and
SKC .
4) The client sends P KC to the server.
5) The server uses the client’s initial responses from the
client’s PUF stored in the lookup table to generate the
initial seed, SS .
6) The server generates a public and private key, P KS and
SKS , from SS .
7) The server compares the public key sent from the client
and the one it just generated,
8) if the public keys match, the client is authenticated.
9) If the keys do not match, the server initiates the RBC search
on SS .
The RBC search algorithm is described below:
1) Starting at a Hamming distance d = 1, the server will
flip one bit in SS and continue the authentication process
starting at step 6 above.
2) Once all seeds one Hamming distance away have been
searched, the server will start searching over seeds with
a Hamming distance of two, and so on.
3) The search stops once the client’s public key is found or
when a maximum timing threshold, T , is met.
Due to the inherent noise of the PUF, the challenge-response
pairs stored in the server’s lookup table may be different from
the responses generated by the client’s PUF using the same
challenges, causing SC and SS to be different at the start of
the authentication process. In this paper, we define SS and SC

to be 256 bits and define the number of seeds needed to be
searched as a function h of d as follows:
h(d) =


d 
X
256
i=1

i

(1)

For example, when the RBC search begins at d = 1, the
server needs to iterate over h(1) = 256
= 256 seeds. If the
1
search reaches a Hamming distanceof 5, the server will need
to iterate over h(5) = 256
+ 256
+ 256
+ 256
+ 256
1
2
3
4
5
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≈ 8.9 × 10 seeds. In order to make the protocol responsive
to the client, a timing threshold is set such that if the client’s
key is not found before the timing threshold, the server will
ask the client to generate a new seed. For the purposes of this
paper, we define the timing threshold as T = 20 seconds.
Cambou et al. [14] proposed an RBC scheme using the
Advanced Encryption Standard (AES) and showed that it
would take a single-core machine 10 hours to search up to
d = 5. Using SABER instead of AES, we expect the RBC
search to take longer because the public/private keys are longer
and take longer to generate for SABER. Although this may
seem like it would negatively impact the RBC protocol, the
longer key-generation function makes it harder for an opponent
to find the PUF seed within a given time constraint. Thus,
the expensive key generation procedure is a security benefit.
However, because of the large search space, using highperformance computing techniques is necessary to authenticate
a user.
The complexity of the RBC search is also a function of
the PUF error rate. To ensure that PUFs have an acceptable
level of error, we employ the Ternary Addressable Public Key
Infrastructure (TAPKI) protocol [24]. In short, the cells of the
PUF are examined to determine which cells are stable with
high probability, indicating that the bit is unlikely to be flipped
when cycling the power. Those cells that are unstable are
masked such that the addresses are excluded when performing
the RBC search.
Threat Model: For clarity, we outline the security assumptions made by RBC. First, the server that performs the
search is located in a secure environment such as that owned
by a government entity or financial institution. Second, the
PUFs are manufactured in a trusted environment and are
also enrolled at this stage and stored on the server in this
environment. Third, once the PUF is deployed on a client
device for use, it is no longer considered to be secure.
C. High Performance Computing Overview
In this paper, we propose algorithms that exploit multi-core
CPUs using OpenMP [25] and many-core GPUs containing
several thousand cores using CUDA [26].
OpenMP is a library for C/C++ that uses shared-memory
and CPU cores to compute work. Because OpenMP runs on a
shared memory system, each thread can access memory shared
between all threads.
CUDA is a programming interface in C/C++ that uses
shared-memory and GPU threads. Threads are grouped together to form a block and blocks are grouped to form a grid.

Groups of 32 threads define a warp, which is a hardware constraint, where warps get assigned for execution on streaming
multiprocessors (SMs). A GPU program is executed using a
kernel function that is callable by the host (CPU) to be run
on the device (GPU). When calling the kernel function, the
programmer must provide the number of threads per block,
b, and the total number of blocks to run the program with.
Because warps contain 32 threads, it is best practice to run a
multiple of 32 threads in a block.
We employ these parallel computing technologies to assess
the performance of the RBC search using various target
platforms.
D. Related Work
In this section, we review the literature exploring SABER,
PUFs, and RBC.
Cambou et al. [27] showed how the NIST PQC candidates
fit into the RBC scheme using PUFs. Although the authors describe RBC with SABER, their work is limited to preliminary
results using a multi-core CPU. In contrast, this paper explores
optimizing SABER for the RBC search, which is conducted
using multi-core CPUs and many-core GPUs.
There are currently many works that optimize SABER.
Mera et al. [28] optimize polynomial multiplication, reducing
the algorithm’s execution time. In particular, they propose
faster Toom-Cook multiplication using lazy interpolation. Although this work speeds up polynomial multiplication in
SABER on the CPU, it increases the memory footprint.
Initial experiments showed that this optimization on the GPU
degrades performance, so we do not report on this method in
our evaluation.
Zhu et al. [29] also focus on optimizing polynomial multiplication on FPGA hardware by using 8-way Karatsuba
multiplication, reducing the total number of multiplication
operations from 65,536 to 6,521. They also propose a scheduling approach for Karatsuba that reduces register usage on
FPGA hardware. SaberX4, proposed by Roy [30], uses AVX2
instructions to parallelize 4 key generation calls, yielding
an increase in key generation throughput of 38% compared
to the non-vectorized baseline SABER. While the last two
works use AVX2 CPU instructions and FPGA hardware, these
optimizations are unsuitable for the GPU. However, the focus
of our work on optimizing SABER on the GPU is similar
to these works as we similarly consider hardware constraints
when designing our optimizations.
III. R ESPONSE -BASED C RYPTOGRAPHY A LGORITHM ON
THE GPU
We propose two different SABER RBC algorithms using
OpenMP and CUDA, denoted as SABER-O PEN MP and
SABER-GPU, respectively. SABER-O PEN MP makes use of
CPU threads to accelerate the RBC search and SABER-GPU
uses GPU threads. We only describe SABER-GPU below due
to space constraints; however, both algorithms are similar.
Algorithm 1 highlights the integration of baseline SABER
with RBC. In this paper, since we focus on carrying out

Algorithm 1 RBC Search Algorithm
1: procedure RBC S EARCH(d)
2:
(SC , a, P KC , SKC ) ← generateClientData()
3:
SS ← corruptClientSeed(SC , d)
4:
authSeed ← ∅
5:
f ound key f lag ← false
6:
if SS == SC then
7:
return True
8:
else
9:
for i ∈ 1,. . . ,d do
10:
k ← totalNumKeys(d)
11:
t ← totalNumThreads(k)
12:
n ←KeysPerThread(k, t)
13:
rbcSearchKernel(authSeed, SS , P KC , a, i, n,
f ound key f lag)
14:
return (authSeed = SC )
15:
16: procedure RBC S EARCH K ERNEL(authSeed, SS , P KC , a, i, n,
f ound key f lag)
17:
tid ← getThreadId()
18:
(startComb, endComb) ← getCombPair(tid, i, n)
19:
seedIter ← getIterator(SS , startComb, endComb)
20:
while !seedIter.end() and f ound key f lag is false do
21:
P KS ← createPublicKey(seedIter.currSeed(), a)
22:
if P KS == P KC then
23:
authSeed ← seedIter.currSeed()
24:
f ound key f lag ← true
25:
seedIter.next()
26:
return

the RBC search phase in parallel, we use software to generate PUF bit streams instead of using PUFs. The procedure
RBCSearch is ran on the host and starts by generating client
data on line 2, consisting of the private seed SC , a random
public seed a that is generated from a RNG, and the client’s
public and private keys P KC and P KS . Line 3 corrupts SC
by flipping d bits. This corrupted seed, SS , is the first seed that
will be searched by the server. We create an empty authSeed
on line 4 that will store the seed that generates the matching
public key. We also create f ound key f lag on line 5 and set
it to false. Line 6 checks if SS and SC are the same, and if
they are, we return T rue on line 7. If the seeds are not the
same, we iterate through each Hamming distance from 1 to d
on line 9. For each Hamming distance, we calculate the total
number of keys k on line 10, the total number of threads t
on line 11, and the number of keys searched by each thread
n on line 12. Finally, line 13 calls the rbcSearchKernel
executed on the GPU, where the search occurs at a Hamming
distance of i.
Algorithm 1 also describes the GPU kernel,
rbcSearchKernel, that parallelizes the search. The
kernel takes the empty authentication seed authSeed, the
server’s starting seed SS , the client’s public key P KC , seed
a, the current Hamming distance i to search over, the number
of keys per thread n, and the flag used to notify all GPU
threads that the key has been found, f ound key f lag, as
input.
The kernel starts with each GPU thread generating a unique
ID tid on line 17. In order for each thread to independently
search the key space without any coordination, reducing overhead over other methods that require coordination between

threads, line 18 generates a starting and ending combination
pair for that thread using tid, i, and n. These combination
pairs are used to create a seed iterator that will iterate through
the key space starting at the starting combination and ending
at the ending combination on line 19. Next, we iterate through
the the thread’s key space, checking if the key has been found
on line 20. In this loop, line 21 generates P KS using the
current seed and a. Line 22 checks if the keys match, and if
they do, set authSeed to the current seed on line 23 and set
f ound key f lag to true on line 24. If the keys do not match,
generate the next seed on line 25.
SABER-O PEN MP and SABER-GPU follow Algorithm 1,
with a few minor differences due to the fact that they are ran on
different architectures. However, each algorithm has a different
early-exit strategy, described in the next section.
IV. E ARLY-E XIT S TRATEGIES FOR R ESPONSE -BASED
C RYPTOGRAPHY
In our evaluation, we consider two modes of the RBC
search. The first mode is an exhaustive search where we
assume that all keys up to and including a Hamming distance
of d need to be searched. The second mode is where the
algorithm will stop searching early once the matching seed
has been found, and a thread will broadcast this information
to the other threads such that all threads terminate their
searches early. While the exhaustive search is straightforward,
we outline the early-exit procedures for each algorithm below.
It is important to note that both algorithms make use of
a variable called f ound key f lag to know if the key was
found.
SABER-O PEN MP: Because each CPU thread has its own
private memory, the threads need a way to communicate that the key was found. We achieve this by storing
f ound key f lag in shared memory that is accessible to all
threads. When one of the threads finds the key, it will set
f ound key f lag to true. Then, before each thread generates
another key, it will check the value of the flag and stop its
search if it is true.
SABER-GPU: We store f ound key f lag in unified memory that is accessible to the host and device. When a thread
finds the key, it will set the flag. Then, when each thread
checks the value of f ound key f lag, the search will stop.
V. SABER-GPU O PTIMIZATIONS
In this section, we describe several optimizations to improve
the performance of the RBC search process. Optimizations
described in Sections V-B, the first part of V-C, V-D, and
V-E are included in both SABER-O PEN MP and SABERGPU. While optimizations described in Sections V-C (the
second part), V-F, and V-G are specific to SABER-GPU.
These optimizations were not shown in Algorithm 1.
A. Public Key Size
There are three different security levels of SABER:
LightSABER, SABER, and FireSABER. The sizes of the
public keys for the different security levels are 672, 992,

and 1312 bytes for LightSABER, SABER, and FireSABER,
respectively [7]. Because of the time constraint to authenticate
a user and the fact that the time to authenticate depends on the
size of the public keys, we chose to use the lowest security
level, LightSABER. This reduces the amount of bits we need
to compare during the RBC search, thus reducing the total
execution time. We do not discuss the other two security levels
in this paper.
B. Splitting the Key Generation
The SABER key generation function generates both the
public and private keys; however, only client and server public
keys are needed in our algorithm. Because of this, we remove
the private key generation from the RBC algorithm. In return,
this decreases memory usage and computation because the
private key size for LightSABER is 832 bytes and we remove
a single call to the SHAKE128 subroutine [15].
C. Optimizing the Storage and Generation of Matrix A and
SHA Constants
Removing Matrix A Regeneration:
The architecture of the baseline SABER algorithm uses seed a in
createPublicKey to generate matrix A (Section II-A4).
This means that each GPU thread will be generating the same
A. Instead of passing a to the kernel and computing A on the
GPU, we generate A on the host and pass it as an argument to
rbcSearchKernel, thus preventing regenerating A on the
GPU. We then modify the public key generation method by
removing the matrix A generation and instead use the matrix
A that is stored in the GPU’s global memory.
Shared Memory: Off-chip global memory has higher memory access latency than on-chip shared memory [26]. Thus,
shared memory can be used as a temporary location to cache
data to be reused multiple times by blocks of threads. In
addition to removing A, as described above, each block copies
A from global memory to shared memory to exploit this faster
storage location. Since A is 1,024 elements [15], this reduces
a significant number of transactions to global memory.
Similarly, we also store the 24 hashing constants used by
SHA3 in shared memory.
D. Using One-Dimensional Arrays
SABER uses 2D and 3D arrays to store its matrices. Instead,
we “flatten” these 2D and 3D arrays to 1D arrays. This
increases spatial locality since we only need to allocate a
single, contiguous memory location to store the matrices.
E. Refactor Polynomial Multiplication
We profiled SABER-O PEN MP, instead of SABERGPU because the CUDA profiler has limited functionality, to determine the time spent in the major functions
of the algorithm. We found that the majority of the execution time is spent performing polynomial multiplication and extending seeds to matrices using SHAKE128.
Below we summarize the fraction of time spent in
karatsuba_simple, toom_cook_4way, SHAKE128,

State_Permute, a method used in SHAKE128, and all
other methods categorized in “Other”:
• karatsuba_simple: 53.31%
• toom_cook_4way: 21.53%
• Other: 11.86%
• State_Permute: 11.63%
• SHAKE128: 1.67%
Based on the profiled operations described above, we examine improving the performance of the polynomial multiplication. We did this in two ways: removing temporary variables
and moving the modular reduction step that occurs after the
multiplication.
First,
throughout
karatsuba_simple
and
toom_cook_4way, there are variables used to store
temporary results. In order to reduce the memory usage of
these functions, we removed these temporary variables and
instead store results directly in the result matrices.
Second, matrix A is of size 2 × 2 × 256. Because of this,
polynomial multiplication occurs in three nested loops. The
modular reduction step that reduces the entries of the output
matrix by the mod q = 213 and originally occurred in the
third inner loop. Polynomial multiplication is used to multiply
matrix A, a 3D matrix, and the secret matrix Y , a 2D matrix
of size 2 × 256, resulting in a 2D matrix of size 2 × 256.
Because of this, the modular reduction step can be moved out
of the third loop and into the second, reducing the number of
reduction calls by a factor of 2.
F. Keys Per Thread and Threads Per Block
Keys per thread (n): Each GPU thread is assigned to a single
SM, where each SM contains multiple cores. There is overhead
in launching GPU kernels as a function of the number of
threads that are created. Each thread can be assigned one or
more keys to process. With many threads, the resources will
be saturated at the potential expense of more thread creation
overhead. Thus, there is a trade-off between thread creation
overhead and GPU utilization. We experimentally evaluate the
best number of keys that are assigned to each thread such that
we reach a good trade-off between overhead and GPU resource
utilization.
Threads per block (b): A CUDA block of threads is assigned
to a single SM. Each SM has resources, such as registers and
shared memory. The number of threads per block will impact
performance, as some thread block sizes may potentially
leave resources underutilized on the SM. Consequently, we
experimentally determine a good block size that yields the
best performance. Since groups of 32 threads execute on a
SM, we examine values that are divisible by this size.
G. Using AES CTR
As previously stated, the second bottleneck of the SABER
key generation function is SHAKE128, including its child
function State_Permute. SABER uses SHAKE128 as an
XOF when creating matrix A and the secret matrix Y . The
authors of SABER recommend replacing SHAKE128 with
AES in counter (CTR) mode [15]. They demonstrate that using

TABLE I
S UMMARY OF VARIABLES DISCUSSED IN PREVIOUS SECTIONS .
Variable
SS
A
n
b
d

Definition
Server’s starting PUF seed.
Public matrix used for key generation.
Keys searched per thread.
Threads per block.
Hamming distance client seed is corrupted by.

AES results in a reduction of cycle counts from 66,727 to
36,315 in their AVX2-optimized implementation. We replicate
this work on the GPU.
H. Public Keys in Global Memory
When profiling SABER-GPU, we found that the maximum
number of registers were being used per thread (255). Using
this maximum decreases the total number of threads that can
be executed at any given time, thus degrading performance. To
attempt to reduce register usage, we store the server-generated
public keys, P KS , in global memory instead of in registers.
I. Public Keys in Shared Memory
Recall from Section V-C, global memory has high memory
access latency, while shared memory has lower latency. For
this reason, we examine storing the public keys in shared
memory. Because of the small size of shared memory and
the large size of the public keys, we limit b to 32.
VI. E XPERIMENTAL E VALUATION
In this section, we present our performance evaluation. For
clarity, Table I summarizes the variables used throughout the
evaluation.
A. Experimental Methodology
During our experiments, we use one platform equipped with
3×Tesla A100 GPUs, each with 6912 GPU cores and 40 GiB
of memory, and 2 AMD EPYC 7542 CPUs, each with 32
cores, running at a clock speed of 2.9 GHz and sharing 512
GiB of memory.
All CPU code is written in C/C++ and compiled with the
O3 compiler flag. All GPU code is written in CUDA and our
platform uses CUDA 11. Our results are the average of five
time trials and focus on the throughput of keys searched per
second and the execution time. We gather two types of results
using the two modes described in Section IV: an exhaustive
search and the early-exit strategy. Regarding the early-exit
strategy, we set the server starting seed, SS , to the middle
seed of the search space at Hamming distance d. This means
that half of the seeds at a Hamming distance d are searched,
while all Hamming distances < d are exhaustively searched.
B. Summary of Algorithms and Configurations
Below, we define our two algorithms described in Section III
and their configurations. We also define p as the number of
CPU cores and g as the number of GPUs used while executing
our algorithms.
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SABER-O PEN MP: our OpenMP implementation. Experiments are ran with p = 1 and p = 64 cores.
SABER-GPU: our GPU implementation with g = 1 − 3
GPUs. From our experiments, we set n = 8 and b = 160.
We will show that these parameters obtain the best performance.

C. Speedup and Parallel Efficiency
We will calculate the speedup and parallel efficiency for
our two algorithms during our evaluation to get a better
understanding of how they perform. We define speedup as the
performance gained when running SABER-O PEN MP with
p = 1 vs. p = 64 and SABER-GPU with g = 1 vs. g = 2 − 3
and is calculated by:
Speedup(p or g) =

E1
,
Em

Section
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Shared Memory/Share A
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V-F
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(2)

where E1 is the execution time for SABER-O PEN MP and
SABER-GPU when p = 1 and g = 1 and Em is the execution
time when p = 64 and g = 2 − 3, respectively. When the
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speedup is equal to p or g, we call this a perfect speedup.
Parallel efficiency is defined as how well the resources are
being used and is calculated by:
Efficiency(p or g) =

6

32

Optimization

Speedup(p or g)
p or g

(3)

When a perfect speedup occurs, the parallel efficiency will be
equal to 1.
D. SABER-GPU: Evaluation of Our Optimizations
In Figure 2, we show the results of the optimizations
described in Section V by plotting the SABER exhaustive key
search throughput in keys/s at a Hamming distance of d = 3,
starting with baseline SABER with no optimizations. We omit
showing other values of d as results are similar. Each bar is
labeled with the ratio of its throughput over the output of the
baseline. In Table II, we show each optimization, the section
where the optimization was described, and its corresponding
optimization set number. Optimization sets #1–5 are cumulative, e.g., optimization set #3 contains the same optimizations
as #1 and #2. Optimization sets #6–8 are disjoint, but contain
optimization set #5.
Starting at baseline SABER, we observe that as we add
optimizations up to optimization set #5, the throughput increases. Optimization set #5 produces 1.44× more keys than
the baseline implementation. In contrast, optimization sets
#6–8 did not perform as well as optimization set #5. In
Figure 2, the vertical line separates the optimizations with an
increased throughput from the ones that do not. Consequently,
optimization sets #6–8 should not be used. Recall from Section V-G that optimization set #6 replaces SHAKE128 with
AES CTR. Using AES CTR instead may decrease throughput
because it uses more memory than SHAKE128. Also, recall
that optimization set #7 and #8, discussed in Section V-H and
Section V-I, store the public keys generated by the server
in global and shared memory, respectively. We believe that
optimization set #7 was limited by global memory latency,
and with optimization set #8, because of the small size of
shared memory available on the GPU, we had to restrict b to
32, thus decreasing concurrency.
As previously mentioned in Section V-F, we optimized the
number of keys searched by each thread, n, and the number of
threads in a block, b. In order to find the best values for n and

TABLE III
P ERFORMANCE OF THE EXHAUSTIVE RBC SEARCH USING A H AMMING
DISTANCE OF d = 4. C OLUMNS : A LGORITHM , NUMBER OF CPU CORES
(p), NUMBER OF GPU S (g), EXECUTION TIME ( S ), SPEEDUP, AND
PARALLEL EFFICIENCY. T HE TWO ALGORITHMS ARE SEPARATED BY A
HORIZONTAL LINE .
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Algorithm
p g Time (s) Speedup Parallel Eff.
SABER-O PEN MP 1 - 2755.85
1.0
1.0
SABER-O PEN MP 64 44.58
61.82
0.97
SABER-GPU
- 1
41.24
1.0
1.0
SABER-GPU
- 2
20.83
1.98
0.99
SABER-GPU
- 3
14.03
2.93
0.98
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Fig. 4. Throughput in keys per second for an exhaustive search at Hamming
distances d = 1 − 5. (a) SABER-O PEN MP with p = 64 cores and
(b) SABER-GPU with g = 1 − 3 GPUs.
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Fig. 5. Execution time in seconds for an exhaustive search at Hamming
distances d = 1 − 5. We show the results for SABER-GPU using 1×A100
(circle markers), 2×A100 (diamond markers), and 3×A100 (square markers),
and the results for SABER-O PEN MP using 64 cores (triangle markers). The
horizontal black line represents our timing threshold T = 20 seconds.

b, we evaluated multiple combinations of the two variables,
running our experiments with optimization set #5. Figure 3
shows a heat map with b and n at a Hamming distance of d =
3. We omit showing other values of d as results are similar.
As seen in the figure, setting b = 160 and n = 23 = 8 results
in the highest key throughput. For this reason, we configure
SABER-GPU with these values of b and n (as described in
Section VI-B).

Fig. 6. Execution time in seconds at a Hamming distance of d = 4 vs.
increasing number of cores p for SABER-O PEN MP. We extrapolate our p =
64 results to calculate the execution time for increasing p values for both
an exhaustive search (triangle markers) and the early-exit procedure (circle
markers).The solid line indicates the execution time for SABER-GPU with
g = 3 for an exhaustive search, while the dashed line indicates the execution
time for SABER-GPU with g = 3 for the early-exit procedure.

E. Comparison of Algorithms: Exhaustive Search Results
Figure 4(a)–(b), shows the throughput in keys searched per
second for an exhaustive search for SABER-O PEN MP and
SABER-GPU, respectively. We see that as d increases, the
throughput increases because of the increase in search space;
however, we do observe the throughput converging at d ≥ 4.
Figure 5 shows the execution time in seconds for SABERO PEN MP with p = 64 and SABER-GPU with g = 1−3. The
execution times are plotted on a logarithmic scale because the
time increases exponentially with increasing d. At d = 1 − 2,
SABER-GPU with g = 1 performs the best compared to
g = 2 − 3 and SABER-O PEN MP with p = 64. This is due
to the overhead of using 2 − 3 GPUs on a small problem
size. Additionally, SABER-GPU with g = 1 outperforms
SABER-O PEN MP with p = 64 for each d. Finally, SABERGPU with g = 3 performs the best for d ≥ 3. The black
line in Figure 5 represents our timing threshold of T = 20
seconds. For d ≤ 3, both algorithms can authenticate a client
before T = 20 seconds with p = 64 and g = 1 − 3 for
SABER-O PEN MP and SABER-GPU, respectively; however
at d = 4, only SABER-GPU with g = 3 is able to meet
the authentication time limit. For d ≥ 5, neither algorithms
would be able to authenticate a client with our selected p and
g values.
Table III shows the execution time, speedup, and parallel efficiency for both SABER-O PEN MP and SABER-GPU. With
p = 64 and g = 3 for SABER-O PEN MP and SABER-GPU,
we have parallel efficiencies of 0.97 and 0.98, respectively.
These are near-perfect speedups and show that the SABER
RBC search has great scalability on both the CPU and GPU.
In order to better compare SABER-O PEN MP and SABERGPU, Figure 6 plots the execution time at d = 4 for

TABLE IV
T HE SAME AS TABLE III, BUT FOR AN EARLY- EXIT SEARCH .
Algorithm
p g Time (s) Speedup Parallel Eff.
SABER-O PEN MP 1 - 1408.70
1.0
1.0
SABER-O PEN MP 64 22.08
63.80
1.0
SABER-GPU
- 1
17.33
1.0
1.0
SABER-GPU
- 2
8.89
1.95
0.97
SABER-GPU
- 3
6.05
2.86
0.95
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Fig. 7. The same as Figure 5, but for the early-exit search.
1.50e+07
64×CPU Cores
1×A100

1.25e+07

2×A100
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Figure 7 shows the execution time for SABER-GPU with
g = 1 − 3 and SABER-O PEN MP with p = 64. Similar to
Figure 5, SABER-GPU with g = 1 performs the best until
d = 3. At d ≥ 3, SABER-GPU with g = 3 outperforms
the others. At d = 4, SABER-GPU with g = 1 − 3 can
authenticate a user under the timing threshold T = 20,
while SABER-O PEN MP cannot with p = 64. Figure 8
shows the throughput in keys searched at varying hamming
distances for SABER-O PEN MP and SABER-GPU. We see
the same convergence as Figure 4 at d = 4 − 5. Table IV
shows the execution time, speedup, and parallel efficiency
for SABER-O PEN MP and SABER-GPU. We achieve nearperfect speedup for both SABER-O PEN MP and SABERGPU with p = 64 cores and g = 2 − 3 GPUs, respectively.
However, we lose some efficiency for SABER-GPU using
the early-exit procedure compared to the exhaustive search
because of the need to communicate to each GPU that the
key is found. We also see that we can authenticate a user at
d = 4 in ≈6 seconds using g = 3 GPUs. The points plotted
with circle markers in Figure 6 show the execution time for
the early-exit procedure at varying p values. Using this data,
we calculate that p = 238 cores is equivalent to g = 3 GPUs.
Similarly to the exhaustive search, scaling SABER-O PEN MP
to p = 238 cores would increase execution time because of
inter-node communication latency and the increased overhead
of using processes. Therefore, SABER-GPU achieves better
scalibility compared to SABER-O PEN MP for the early-exit
procedure.
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Fig. 8. The same as Figure 4, but for the early-exit search.

extrapolated values of p. This assumes perfect scalability and
is therefore a lower-bound execution time estimate. Using the
data from Figure 6, 3×A100 GPUs is equivalent to about 190
CPU cores for an exhaustive RBC search. However, scaling
SABER-O PEN MP to p > 64 requires using multiple compute
nodes connected by a network, increasing inter-node communication latency. Additionally, this requires using a distributedmemory communication protocol that uses processes instead
of threads, where processes have more overhead. On the other
hand, in order to increase g, we would only need to add more
GPUs to a single computer. This demonstrates that SABERGPU obtains better scalability over SABER-O PEN MP.
F. Comparison of Algorithms: Early-Exit Strategy Results
In this section, we discuss the results of the early-exit strategy using the same experimental scenarios as Section VI-E.

Near-future quantum computers will make standard cryptographic schemes obsolete. For this reason, NIST is facilitating
a competition to select quantum secure cryptography algorithms. In this paper, we selected SABER, a KEM algorithm,
that is a round three finalist in the competition.
To address the security of low-powered devices, such as
those in the IoT, RBC allows these devices to authenticate
with a secure server by validating the keys generated by client
devices equipped with PUFs. Using PUFs allows for one-time
keys and avoids storing private keys in non-volatile memory.
To incorporate SABER into RBC, we optimized the public
key generation procedures for the GPU. These optimizations achieved a speedup over the baseline implementation
of 1.44×. We compared this optimized GPU algorithm to a
parallel CPU algorithm, and found that a single GPU yields
a key search throughput that is equivalent to 64 CPU cores.
Using the GPU has several advantages over multi-core CPUs
in terms of scalability. We can scale within a single computer
using multiple GPUs. In contrast, scaling the CPU algorithm
requires using multiple compute nodes, and this would degrade
search performance due to inter-node communication. We also
find that three GPUs can authenticate a client within 6 seconds
using a Hamming distance of 4, which is an expected bit error
rate for a PUF that has been configured using TAPKI.
Future work directions include comparing the GPU algorithm to a distributed-memory algorithm that is executed

on a cluster of compute nodes, and investigating the GPU
algorithm’s high register usage in the SABER key generation
procedure.
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